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1. Purpose & Scope 

This notice sets out how Cloud 21 Ltd (“Cloud 21”, “we”, “our”) collects, uses, stores and shares your 
personal data during and after the recruitment process, in accordance with the UK General Data 
Protection Regulation (UK GDPR) and the Data Protection Act 2018 (as amended). 

It applies to all individuals applying for employment or engagement opportunities with Cloud21, 
including employees, workers and self-employed contractors. It does not create an employment 
relationship with consultants or contractors. 

1.1.  Key Terms 

“Personal information” means information about you, and from which you could be identified, 
including information which may be protected under UK GDPR. 

2. Our Commitment to Privacy  

At Cloud 21, we are committed to: 

• Processing your personal information fairly and in accordance with applicable laws. 
• Only collecting personal information from you when we need it for legitimate purposes, or 

legal reasons. 
• Ensuring that your personal information is adequate, relevant and not excessive for the 

purpose for which we collect it. 
• Not retaining your personal information for longer than we need to. 
• Keeping your personal information secure and limit the people who can access it. 
• Ensuring that you know how to access your personal information and exercise your rights in 

relation to it, including being able to keep it accurate and up to date, and 
• Ensuring that any third parties we share your personal information with take appropriate steps 

to protect it. 

3. How We Collect Your Information 

We get information about you from the following sources:  

• Directly from you during the application process (e.g. CV, interview, pre-employment forms). 
• From recruitment agencies acting on your behalf. 
• From referees and background check providers (where relevant). 
• From publicly available sources such as LinkedIn. 
• From occupational health providers or pre-employment medical assessments. 
• From CCTV systems at our premises (if attending in person). 

4. Personal Data We Collect and Why 

4.1.  Basic Identifying Data:  

Used to process your application and maintain contact: 

• Name, address, phone number, email. 
• Date of birth, nationality, gender. 
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4.2.  Eligibil ity  and Identif ication:  

To verify your right to work and comply with legal checks: 

• Passport or ID documents. 
• Work visa or permit details. 
• National Insurance number. 

4.3.  Employment and Suitabil ity  Information:  

Used to assess your application and conduct pre-employment checks: 

• CV, qualifications, interview records. 
• Reference information. 
• Criminal records. 
• Outcome of screening assessments. 

4.4.  Health and Diversity  Data (“Special  Category Data”):  

Used where required to meet legal obligations, enable adjustments, or support inclusion: 

• Health or disability information (e.g. reasonable adjustments). 
• Diversity data (e.g. ethnicity, religion, sexual orientation) – optional and anonymised for 

reporting. 

4.5.  Referee Contact Details:  

• Names, job titles, company, email/phone numbers, and relationship to you. 

We use the information you provide to make informed and objective decisions throughout the 
recruitment process. This includes assessing your suitability for the role, progressing your application, 
and completing any necessary pre-employment checks. If you do not provide the requested 
information, we may be unable to continue with your application. If you withdraw your application, we 
will stop processing your data. By providing referee contact details, you confirm that you have their 
permission to share their information with us. 

5. Lawful Basis for Processing your Personal Data 

Depending on the processing activity, we rely on the following lawful basis for processing your 
personal data under the GDPR: 

Processing Purpose Legal Basis  

Assessing your 
application 

Article 6(1)(a) – consent (optional equality monitoring information you choose to 
provide). 
Where this includes special category data, we rely on Article 9(2)(a) – explicit 
consent.  

Legal compliance checks Article 6(1)(c) so we can comply with our legal obligations as your potential 
employer or to engage you. 

Monitoring diversity & 
inclusion 

Article 6(1)(a) – consent (optional equality monitoring information you choose to 
provide). 
Where this includes special category data, we rely on Article 9(2)(a) – explicit 
consent.  
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Reasonable adjustments 
or health data 

Article 9(2)(b) which relates to carrying out our obligations and exercising our 
rights in employment and the safeguarding of your fundamental rights and Article 
9(2)(f) for the establishment, exercise or defence of legal claims. 

 

Criminal record checks Article 6(1)(c) where the check is required by law, and/or Article 6(1)(f) where it is 
necessary to assess suitability for the role and safeguarding. Criminal offence 
data is processed in accordance with Article 10 UK GDPR and Schedule 1 of the 
Data Protection Act 2018. 

Managing recruitment 
process 

Article  6(1)(b) for the performance of a contract.  

 

Other legal bases may include: 

• Article 6(1)(d) in order to protect your vital interests or those of another person. 
• Article 6(1)(a) which relates to consent you have given to us to process your personal data by 

applying for employment with us. 
• Category data for employment purposes.  
• Article 6(1)(b) for the performance of a contract.  

We rely on consent for retaining your data for future opportunities, you may withdraw it at any time.  

6. Data Sharing 

We share personal contact information with third party suppliers where we are outsourcing activities 
that support our legitimate business interests, such as managing the application and screening 
process. In some circumstances, we are legally obliged to share personal information, such as a court 
order.  

In the course of recruitment and engagement activities, your information may be shared with: 

• Recruitment agencies (only when acting on your behalf). 
• ‘Certn’ (an external company used by Cloud21 for Right to Work and DBS screening). 
• Occupational health providers (for reasonable adjustments, if identified). 
• Our clients (where applicable to the role you’ve applied for). 
• Our parent company, Tegria, via the HRIS system to facilitate the recruitment process, pre and 

post onboarding. 
• Government or regulatory authorities where legally required. 

We require all third parties to respect the security of your data and process it in accordance with UK 
GDPR.  

7. International Data Transfers 

We may transfer personal data to the United States to utilise software procured by our parent 
company Tegria, to provide census information to our ultimate parent company Altaris, or to support 
resource planning. Where this takes place, we will have data transfer, sharing and protection 
agreements in place with both the hosting company and Tegria that limit access to, and the types of 
processing that can be undertaken.  

8. Data Processors 

Data processors are third parties who provide certain parts of our processing services for us. All our 
third-party service providers and other entities in the group are required to take appropriate security 
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measures to protect your personal information in line with our policies. We do not allow our third-
party service providers to use your personal data for their own purposes. We only permit them to 
process your personal data for specified purposes and in accordance with our instructions. 

9. Data Security 

We have security arrangements in place to guard against unauthorised access, improper use, 
alteration, destruction or accidental loss of your personal information.  

We take appropriate organisation and technical security measures and have policies, rules and 
procedures in place to ensure that any personal information we hold on computer systems is not 
accessed by anyone it shouldn’t be. 

When we use third party organisations to process information on our behalf, we ask them to 
demonstrate their compliance with our security requirements and any instructions we may give them 
and their compliance with relevant data protection legislation throughout the time they work for 
Cloud21. These organisations take their instructions from us and their obligations with regard to what 
information they process and what they can do with it are agreed in the contracts we have with them. 

10. Data Retention 

In accordance with UK GDPR, we keep your data only as long as necessary: 

• If your application is unsuccessful: we retain data for 6 months from the recruitment decision. 
• If you consent, we may keep your data longer to consider you for future roles. 
• If you are hired: your recruitment data becomes part of your employment record. 

CCTV footage is retained for 12 months. 

11. Your Rights 

Under data protection law, you have the right to: 

• Access your data (subject access request). 
• Correct inaccurate or incomplete data. 
• Request deletion (in some circumstances). 
• Object to or restrict certain types of processing. 
• Withdraw consent (if consent was the basis for processing). 
• Data portability (where applicable). 
• Make a complaint if you are unhappy with the way in which we have handled your data. 

To exercise any of these rights, contact: DPO@cloud21.net 

For general queries: People@cloud21.net  

If you believe your rights have been breached, you can contact the UK Information Commissioner’s 
Office:🔗 www.ico.org.uk 

mailto:DPO@cloud21.net
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